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VR Threat Analysis for Information Assurance of VR Device and Game System
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ABSTRACT

Virtual Reality (VR) is becoming a new standard in the game industry. PokeMon GO is a representative example of VR
technology. The day after the launch of PokeMon Go in the U.S, It has achieved the highest number of iOS App Store
downloads. This is an example of the power of VR. VR comprises gyroscopes, acceleration, tactile sensors, and so on. This
allow users could be immersed in the game. As new technologies emerge, new and different threats are created. So we
need to research the security of VR technology and game system. In this paper, we conduct a threat analysis for
information assurance of VR device (Oculus Rift) and game system (Quake). We systematically analyze the threats
(STRIDE, attack library, and attack tree). We propose security measures through DREAD. In addition, we use Visual Code
Grepper (VCG) tool to find out logic errors and vulnerable functions in source code, and propose a method to solve them.
Keywords: Virtual Reality, Virtual Reality Security, Threat Modeling, Threat Analysis, STRIDE, DREAD, Attack Tree,
Attack Library, Game Security
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Fig. 1. Internal structure of Oculus Rift Headset
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Table 1. Elements of Data Flow Diagram

Element Symbol Description
Process Any running code
Communication
Data Store Data Store between processes,

or between process
and data stores

Things that store

Data Flow | =————>
data

External External People, or code
Entity Entity outside your control
Where program
Trust Jommmmm- -~ data or execution
Boundary ‘ change‘s its }evel of
trust
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Fig. 3. Threat lists analyzed through data flow diagrams of VR device and game system
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Table 2. STRIDE per element for VR device and game system

Element No Name STRIDE Threat Threat Description
Type No
S T1 Threats that make fake tracking information
Process P2 Heale T T2 Attacker tampers with head information
Tracking
D T3 Attacker sends head information many times
Attacker spoofs position information, and gets
S T4 L .
user to reveal authentication credentials
o R T5 Attacker use position tracking, then denies
Process | P3 POSltl.On this later
Tracking . - -
I T6 Position information can be disclosed
Attacker sends position information many
D T7 .
times
S T8 Threats that make fake image or video
T T9 Threats that tamper image or video
Process P4 Display R T10 Attacker try to a.uthen.ticate product, then
denies this later
D T11 Attacker prevents devices from displaying
images
Attacker spoofs sensor information, so user
Integrate S T12 manipulates integrated sensor data in device
Process | P7 Sensor data store
Information o T13 Threats that user can escalate privilege by
using malicious input value
Attacker spoofs activity information, and gets
S T14 R
device's inner data
Attacker sends activity information, then
R T15 . .
o denies this later
Process P8 Send ACtlYlty I T16 Activity information can be disclosed
Information
Attacker sends activity information to game
D T17 . .
system in many times
Attacker can get admin’s authority through
E T18 ..
malicious code
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Table 3. Attack Libraries
Type Year Title Author Ref
Paper 2002 Packet sniffing: a brief introduction S. Ansari (15)
i X . . Akash B.
Paper 2016 Survey of DoS attack quelling technics Mahagaonkar (16)
Survey of Automated Vulnerability Detection and Teresa Nicole
Paper 2017 Exploit Generation Techniques in Cyber Reasoning (17
Brooks
Systems
Project 2017 OWASP Game Security Framework Project OWASP (13)
Project | 2017 CAPEC List Version 2.9 CAPEC (14)
Table 4. Mapping Attack Tree and STRIDE threats
Attack Tree Threats
1 Access/manipulate data information in VR device
OR | 1.1 | Get device communication data
. R . T1, T2, T4, T8, T9, T12, T13,
OR | 1.1.1 Exploit vulnerability in VR device T14. T18
OR | 1.1.2 Sniffing T6, T16
OR | 1.1.3 DoS attack & Replay attack T3, T7, T17
. . . T2, T4, T5, T12, T13, Ti4,
OR | 1.2 | Manipulate data in VR device T15. T17. T18
OR | 1.3 | Input malicious tracking data
. T1, T2, T4, T5 T7, T8, Ti12,
OR | 1.3.1 Spoofing attack T14. T15
OR | 1.3.2 Privilege escalation T13, T18
OR | 1.3.3 DoS attack & Replay attack T3, T7, T17
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‘\I/lljzhl;::il::lty " DoS attack &
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tracking data

Dos attack &
Replay attack

Spoofing attack — -
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Fig. 4. Attack Tree(VR device)
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1D Attack Threat R E A D Sum Response
R1 Exploit vulnerability in VR device 1 1 2 1 8 Risk Avoidance
R2 Sniffing(VR device) 3 3 2 2 12 Risk Mitigation

DoS attack & Replay attack

R3 (VR device) 3 3 3 2 13 Risk Transference
R4 Manipulate data in VR device 2 1 9 Risk Mitigation
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F1g594 Medium 0]/\01—34 ﬁ?ﬂr/‘j—% $ 83—£0 ;(6]9’ Lines Potentiall
St A A2H SdAAY AL e r I Name of otentially | peorcent

) ° Code Unsafe Code

Asp A EatE S S 3] o RelAA] ekir} 0
= Zﬂlﬂ—g T:ll %55_% ‘\'ti‘@l —LE]_ 047]/(_] L]—i _‘r]o_']: g ctf.c 5875 222 3.77%
HAEL 25 R19 Exploit vulnerability in VR g monster.c | 2108 158 7.49%
device, R4°] Manipulate data in VR m_actor.c | 2347 107 4.55%
device, R5¢  Spoofing attack, R69] m_actor.c | 2194 9 4.42%
Privilege escalation®} =AH3 o] glon stb_vorbis.c | 5443 63 1.15%
strepy(O9} & ok 4 A4 strepy_s(), gmonster.c | 1424 63 4.42%
strepyn()& AHgsh wlo eHERS-S 53 34 gmisc.c | 4376 48 1.09%
& g 5 oolvh < #5 A8e B9 R ptexte | 751 il 6.25%
R4. R5. R69 H'é]o 22 9sbatAY AlA s p_text.c 757 45 5.94%
o] 7Fsslch. =3k OculusSDK LibOVR gho] g target.c 4336 42 0.96%

#12]9] OVR_Profile.h #9& ®wl 7]7]9] Al2]q
# ID7F AHEEE e Bl 4 gl $le}
& %28 ARE SHA-Iold MD5 4% 54
otz slgte 24 R29 Sniffing(VR device) S 2

w2 111 PO =

>
2§
i
=)
Ruiiis

dE g monster.c |tk g ctf.c el

Zo]9] 4] Tr} Bojrhzd], ol

£ A7) A 2= BAw) Sl o

s 2 2= AAL o) R

A Ao Helth 1

2]2 g monster.c U F== B|wA 7kclste]

E3t=r} ‘/L% HolA| =t
strecat)= A AFE-3}e] %
%izﬂgﬂ7M/i

obdstA] ¢

L
b g4l

44 2= Zo] din]  F

Al SA =9t

4 vee -
File Edit View Scan Settings  Hel

Target Files Fesults Summary Table
Pri,.,  Severity Title: Description Line
&7 Medium oo Use of "goto” function, The goio function can res,,, 152
[JE Suspicious Comment  Comment Indicates Potentially Unfin,..  The comment includes some waording which indi.,. B31
03 Medium stropy Function appears in Microsoft's banned function .., 170
[J1  Critical Unsafe Use of strcpy Allows Buffer .., A char-is being copied 1o a fired length destinat,, 170
03 Medium gethostbyname Environment variables may be within the contral .., 185
03 Medium memcpy Function appears in Microsoft's banned function .., 253
03 Medium memcpy Function appears in Microsoft's banned function,,, 271
[J4 Standard fopen Function used to open file, Carry out a manual c.., 3134
[J4 Standard strlen Function appears in Microsoft's banned function ,,, 3140
[J4 Standard strlen Function appears in Microsoft's banned function .., 3141
03 Medium strcat Function appears in Microsoft's banned function ... 3143
O3 Medium strcat] Function appears in Microsoft's banned function ... 3143
03 Medium strcat Function appears in Microsoft's banned function ... 3144
O3 Medium strcat] Function appears in Microsoft's banned function ... 3144
1 Critical Unsate Use of stroat Allows Buffer 0., & chare is being copied to a fixed length destinat 3144
[J4 Standard fopen Function used ta open file, Carry out a manual c... 3572
03 Medium strepy Function appears in Microsoft's banned function ... 160
O3 Medium strepyl Function appears in Microsoft's banned function ... 160
1 Critical Unsate Use of stropy Allows Buffer .. & char~is being copied to a fixed length destinat, 160
03 Medium strepy Function appears in Microsoft's banned function ... 164
O3 Medium strepyl Function appears in Microsoft's banned function ... 164
03 Medium strepy Function appears in Microsoft's banned function ... 166
O3 Medium strepyl Function appears in Microsoft's banned function ... 166
03 Medium strepy Function appears in Microsoft's banned function ... 169
O3 Medium strepyl Function appears in Microsoft's banned function ... 169
[J4 Standard Potential TOCTOU (Time Of Check, ... The Istat() check occurs 26 lines befare fopen(y i 171
03 Medium sprintf Function appears in Microsoft's banned function ,, 176
03 Medium sprintf Function appears in Microsoft's banned function ,, 187
03 Medium memcpy Function appears in Microsoft's banned function ,, 82
03  Medium memcpy Function appears in Microsoft's banned function ,, 217

Language: C/C++ File Suffixes: .cppl.hppl.cl.h [568 Files]

Fig. 5. Visual Code Grepper
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